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Create a private key using the following instructions.

Visit the key generator website (https://www.wpoven.com/tools/create-ssh-key).
Leave the “password” field blank.

Set the “type” to rsa (the default).

Set the “length” to 4096.

Press Create Key.

Generate SSH Key Pair Online

Password Type Length
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6. Under the box labeled “Private Key” press download and save this file

Private Key

b3BlbnNzaClrZXktdjEAAAAABGSVbMUAAAAEDMOUZQAAAAAAAAABAAACFAAAAdZC2gtCn
NhAAAAAWEAAQAAAZEALPNBMK@13AQulLbvnfsx4U3apS3Nc08ZCIMFfEhbomwOUG3CR2B1S
3RrDoCoqUURmwAtpNS/0sABo65ppoasjMxbfk/Miy3GSFHAQimUtWSWE@ILHXfuwlv3ke3
18aEebb/hPZ8A/APhZVZLsmrMIUc61iiF8X75@g0sbz1dFCwYuK1gM@ZNd3jOHvAWIRrCOK
1D2GPpl/bZVscTLk7xL6dkAPATIS7Tbb4JosSW1lmwsbWIn7rQZwm1PyQ38Z6/qFAMcjtlc3
213A/mbzk2hcShbTVHhiZbal3VrMz/FupoMnizfRbleg6PUSVTHMraNx57Qqej7q4Bildn
EgDXQllASGGRSFgYoquyILSDEBzB4uMYAEzszcWesasVC064La/efSBBOZQ+ka2qu1
8YJqREqpdaScuPkUTKnGe B V3HDcGTN67mEIbx7JAdm+6] sH8wW8TBaAxw

Copy to Clipboard Download

Public Key

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAACAQDWMCEWrTXcBCOUtu+d+zHhTdglLc1w7RkIkx8SFuibASQbcIHYGILAGSOgKipRRG
bAC2k3n86wWAGjrmmmhgyMzFt+T8yLLcZIUFhCKZS1axYTT@sfF+7CW/eR7fXRoR5tv+ESNwDBA+F1VkuyaswlRzgKIXxft
LSDSxvPVOULBi4riiozRk13eM4e/hbVGsLQqUPYY+knSt lxxMuTvEVp2QABANntNtvgmizlaWwbCxtYmfutBnCbU/IDfxnr
+oUAxy02VzfaUkD+ZvOTaFz2FtNUeGI1ltondWszP8luemgye LNOFtZ6Do9T1Wacyto3HNtCp6PurgGIh2cSANACWIBLrRFI
WBiirUXIgtIMQHPfidxgATO/NRXZ6xqXUIPrgtres/wEE7ND7GRPa58DXxgmpESqlipIy4+RRMgdBSUeMFXEDGEQ4crUhX
ccNwZOfruYQlvHskB2b7omwfzDxMFoDHCvzIatyugxpRnluAlhzebu+YFS7ErEKChDkOUL/bjfhF7DQ7y+qc6Pt4BHECP
/VANSE/YxrwO4ozejiqeAddY/qQpulI/YByo/@nm3vrQvimG+jb4IW+x6z8xnxjuUSmiTrDTUTES17CUYtVZ8QUZ0OdaAAZ2
fNXmiUBa2MB8GnbgEcRrIo+Ff5HPODhTofs+2d1bywTIeCpNEMTXU8IQ== noname

Copy to Clipboard Download



7. Under the box labeled “Public key”, press copy to clipboard and paste this into an email to the JPL
Informatics Center. Your email must include:
- Your newly generated public key (pasted in)
- Your name
- Your institutions name

- The name of the project you will be uploading data to (e.g. “EDRN Prostate MRI”).

Public Key

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAACAQDWMCEWrTXcBCBUtu+d+zHhTdqlLc1w7RkIkx8SFuibASQbcIHYGILdGSOgKipRRG
bAC2k3n86WAGIrmmmhqyMzFt+T8yLLCZIUThCKZS1axYTTOsfF+7CW/eR7FfXRORStv+EGNWDBA+F1VkuyaswlRzgKIXxft
LSDSxvPVOULBi4rkozRk13eM4e/hbVGsLQqUPYY+knSt luxxMuTvEVp2QA8AnntNtvgmizlaWbCxtYmfutBnCbU/IDfxnr
+0UAxy02VzfaUkD+ZvOTaFz2FtNUeGIltondWszP8WEmgye LNSFtZ6Do9T1Wecyto3HntCp6PurgGIh2cSANdCWIBLrRFI
WBiirUXIgtIMQHPfi4xgATO/NRXZ6xqXUIPrgtre5/wEE7ND7GRPa58DXxgmpESqliply4+RRMgdBSUeMFXEDGgQ4crUhX
ccNwZOfruYQlvHskB2b7omwfzDxMFoDHCvzIatyugxpRnluAlhzebu+YFS7ErEkChDkOUL/bjfhF7DQ7y+qc6Pt4BHECAP
/VANSE/YxrwO4ozejiqeA4dY/qQpuSI/YByo/@nm3vrQvamG+jb4IW+x6z8xnxjuUSmiTrDTUTESI7CUYtVZ8QUZOdaAAZ2
fNXmiUBa2MB8GnbgEcRrIo+Ff5HPODhTofs+2d1bywTIeCpNEMTXU8IQ== noname P

Copy to Clipboard Download




Once JPL team processes the email, you will be sent
your SFTP username and will be ready to upload
data.



Download the program “WinSCP”

Open “WinSCP”

{é} @ Queue ~ Transfer Settings Default <

>~ & -
@-F-ie-»>- BRAZ[% B8 - je->-
T A By Login = X
- Michigan Medq
. @ New Site Session
Size
File protocol:
»SFTP
Host name: Port number:
[ \ 22
User name: Password:
| Save v » Advanced... |V‘
7,496 KB J | J
6,501 KB
3,846 KB
143 KB
33KB
36 KB
35KB
19KB : ) : :
19 KB » Tools v ‘ Manage v \i<J Login X | Close Help
16 KB Show Login dialog on startup and when the last session is closed
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Enter in the host name and the username given to you by JPL

Adobe Acrobat D...  10/26/2020 10:41:38 PM

& Login - X
Q New Site Session
File protocol:
»SFTP
Host name: Port number:
labcas. ftpaccess.cc 22 5
User name: Password:
|
Save |v Advanced... |¥
Tools v Manage v | Login Close Help
Show Login dialog on startup and when the last session is dosed
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Click the Advanced button under the password field

By Login = X

G New Site Session
File protocol:
SFTP v

Host name: Port number:

A
|Iabcas.ftpaccess.cc | I 22 3

User name: Password:

edrn_michigan|

Save |v Advanced... |¥
‘ Tools v Manage v | Login v Close Help

Show Login dialog on startup and when the last session is closed

TRUUDT ACTODAT D TUO SOy Cusu TS JU T IvT
Adobe Acrobat D...  10/26/2020 10:41:38 PM I




After clicking Advanced, this pop-up will appear

= W= . . B~ I = I | -
| Advanced Site Settings ?
X
J Environment Server environment
1| Directories End-ofine characters (if not indicated by server):
- Recyde bin
- Encryption UTF-8 encoding for filenames: Auto v
- SFTP Time zone offset: 0 51| hours = =
- Shell
Connection Detect automatically
- Proxy [] Trim vMS version numbers il
- Tunnel
SSH Daylight saving time
- Key exchange . : .
... Authentication (® Adjust remote timestamp to local conventions :l
- Bugs (O Adjust remote timestamp with DST El
Hoke Preserve remote timestamp
PuTTY
PUTTY terminal settings:
Edit in PuTTY...
g
l Color OK Cancel Help —
osoft Excel W...  2/2/2022 8:31:47 AM ’ I



Click on “Authentication” under the SSH header

e B B Y

|

Advanced Site Settings

Environment

- Directories

- Recyde bin

- Encryption

- Shell
Connection

- Proxy

- Tunnel

SSH

- Key exchange
[Authentication]
- Bugs

Note

Color v

Jomcrowor oy TUrcur

[[]Bypass authentication entirely
Authentication options
Attempt authentication using Pageant

Attempt 'keyboard-interactive' authentication
Respond with a password to the first prompt
Attempt TIS or CryptoCard authentication (SSH-1)

Authentication parameters

[J Allow agent forwarding
Private key file:
Display Public Key Tools v
GSSAPI
Attempt GSSAPI authentication
[] Allow GSSAPI credential delegation
oK Cancel Help
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Click on the ellipsis in the Private key file field

ala— [ oo - S 1 ‘v | 1 e N1

L LYA2

| Advanced Site Settings
Environment []Bypass authentication entirely
i Directories P .
.Recyde bin Authentication options
----- Encryption Attempt authentication using Pageant
""" thT: Attempt keyboard-interactive' authentication
..... e
Connection Respond with a password to the first prompt
""" Proxy Attempt TIS or CryptoCard authentication (SSH-1)
----- Tunnel
S‘;SH Authentication parameters
- Key exchange i
Authentication [] Allow agent forwarding
Bugs Private k.ey ﬁle:
Note E ||
Display Public Key Tools o
GSSAPI
Attempt GSSAPI authentication
[] Allow GSSAPI credential delegation
!
! Color W OK Cancel Help
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Insert the private key that was created in the first slide

Then press open

By Select private key file X
‘Il r
4 [& » ThisPC > Documents v O O Search Documents
Organize v New folder == v [N o
i~ Name Status Date modified Type Size ® fir
v 3 Quick access
. Adobe (&) 1/25/2022 2:39 PM File folder
£ Documents )
afterSentDocuments (&) 1/25/2022 2:39 PM File folder
¥ Downloads  # Custom Office Templates o 1/25/2022 2:39 PM File folder
&= Pictures Downloads o 1/25/2022 2:39 PM File folder
B Desktop DYMO Label o 1/25/2022 2:39 PM File folder
EDRN MRI Study My Data Sources (@] 1/25/2022 2:39 PM File folder
PRO Mail Merge Filesi Zoom (&) 1/25/2022 2:39 PM File folder
L k 730/2021 2:33 - b
Variable Codebo ‘ (&) 4/30/2021 2:33 PM PPK File 2KB
D Private Key_LabCAS.ppk @ 4/21/2021 4:26 PM PPK File 2KB
> @ OneDrive - Michic
v & ThisPC
> _J 3D Objects
> [l Desktop
9 v Documents
15 . N do
1S - . - — — - . .
N ETG ERIC:\ Users\rabia\OneDrive - Michigan Medicine\Documents\Private Key_LabCAS.ppk V| ‘Pu'l'I'V Private Key Files (*.ppk) ~
15 :
: o ][ one
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Once the private key file field has been updated, press OK

I . e

1

Advanced Site Settings

Environment

- Directories

- Recyde bin

- Encryption

- SFTP

- Shell
Connection

- Proxy

- Tunnel

SSH

- Key exchange
- Authentication
- Bugs

Note

Color v

[]Bypass authentication entirely
Authentication options
Attempt authentication using Pageant
Attempt 'keyboard-interactive' authentication
Respond with a password to the first prompt
Attempt TIS or CryptoCard authentication (SSH-1)

Authentication parameters
(] Allow agent forwarding
Private key file:

|,°::\Users\rabia\0neDrive - Michigan Medicine\Documents\Private Key_L.:

Display Public Key Tools v

GSSAPI
Attempt GSSAPI authentication
[] Allow GSSAPI credential delegation

Cancel Help
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You will then be directed back to this screen.

Press Login.

|J & Login

li New Site

Tools v Manage v

Show Login dialog on startup and when the last session is dosed

= X
Session

File protocol:
(SFTP
Host name: Port number:
|Iabcas.ftpaccess.cc | | 22 ;:5|
User name: Password:
Iedrn_mid1igan | | |

Save V: Advanced... |V|

Login |v  Close Help
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You will then see this connection occurring.

Once the connection is complete, you can upload files

Fab-1aVal-Tal rr il _BName

edrn_michigan@Ilabcas.ftpaccess.cc

Searching for host...
R Seehing

%

Connecting to host...




